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Introduction

This paper revises and replaces the existing policy guidance set out in a paper of the same
title published in December 2003. It has been the subject of detailed consultation with the
banking industry based on proposals set out in a consultation paper published in December
2006.

The paper sets out the general approach taken by the Bermuda Monetary Authority (‘the
Authority’) in relation to proposals by licensed banks and deposit companies to outsource
particular aspects of their activities. Although the practice by Bermuda institutions of
outsourcing activities to other entities whether affiliated or unaffiliated is not widespread,
proposals are advanced from time to time. These may become more frequent, given the
growing trend in the banking industry worldwide.

Decisions to outsource activities to more specialized entities may be based on a number of
factors, such as the need to achieve economies of scale or to improve the quality of service
to customers. In some instances, a shortage of the relevant expertise or personnel in
Bermuda may also drive such a decision. Any proposal for a licensed institution to cede
material control over a key activity through outsourcing either of the activity itself or of
related services needs very careful consideration by the Authority, in particular to ensure
that proper control is maintained and that the risk of the disruption or interruption though
events outside the institution’s own control is minimised.

The Authority views such arrangements as raising a number of important management and
control issues for institutions. Accordingly, appropriate policies and procedures must be in
place to assess proposals as well as to manage and monitor the resultant activities. The
Authority also expects to be consulted in advance in particular cases (see paragraph 4
below). In reviewing such proposals, it seeks in particular to satisfy itself that adequate
management control over the activities will be maintained and that institutions’ internal
compliance and internal audit functions, as well as their external auditors, can gain such
access as may be necessary to the outsourced activities. In general, therefore, when a
proposal is for outsourcing to other entities within the same economic group, it is likely to
present fewer difficulties or concerns than where non-group outsourcing is involved.

The Authority expects institutions to consult it in advance regarding all proposals to
outsource material activities. Material outsourcing in this context means the use of third
parties (whether related or unrelated) to provide services to the institution which are of
such importance that any weakness or failure in the outsourced activity would cast serious
doubts on the institution’s compliance with the requirements in the Second Schedule to the
Banks & Deposit Companies Act, 1999 (the “Act’) to conduct its business in a prudent
manner and with integrity and skill. Material outsourcing does not involve the purchase of
standardized services such as financial information from e.g. Bloomberg/ Reuters, normal
custodian arrangements, or non-financial administrative services e.g. office cleaning and
maintenance. On the other hand, given the importance attaching to institutions’ internal
controls, the presumption should be that all proposals to outsource IT services are likely to
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be material in nature unless there are good reasons (for example the outsourcing is small in
scale and involves a non-core function) to believe otherwise. It is the responsibility of an
institution’s management to determine what constitutes a material outsourcing. Where,
however, institutions are unclear whether a particular proposal involves material
outsourcing, they should consult the Authority about whether there is a need to submit the
proposal in question.

This paper deals only with the prudential issues related to outsourcing and does not address
the legal or other issues which may be relevant such as, for example, data protection or
confidentiality of customer information. These are issues that must be considered by the
institution’s management in arriving at decisions to outsource activities.

The Authority’s General Approach

7

The institution’s management must satisfy the Authority that adequate procedures are in
place to enable it to assess, manage and monitor the outsourced activities on an ongoing
basis and to ensure that the integrity of its systems and controls is maintained. Its risk
management programme for outsourced activities should include appropriate arrangements
for:

I. conducting due diligence in selecting proposed service providers;

ii. structuring the outsourcing arrangement;

iii. managing and monitoring the risks associated with the outsourcing arrangement;

iv. ensuring an effective control environment; and

V. establishing viable contingency planning.

There must also be comprehensive contracts and/or service level agreements in place,
providing a clear allocation of responsibilities between the outsourcing provider and the
institution. Where relevant, the Authority will also need to be satisfied that compliance
with anti-money laundering requirements will not be adversely impacted by an outsourcing
proposal. At the same time, the institution must be in a position to satisfy any standard
reporting requirements of the Authority in relation to the activities in question.
Responsibility for the outsourced functions in terms of the institution’s compliance with the
licensing and other ongoing requirements with the Act remains at all times with the
institution’s management.

The Authority must be able to continue to supervise the outsourced activities as necessary,
including having appropriate access to documentation and accounting records in relation to
them.

Reporting Accountants’ reports may be required to include coverage of outsourced
activities. There should be no impediment to auditors and reporting accountants obtaining
such access as may be necessary to the outsourced activity. Where this is not the case,
outsourcing will not be permitted or approval will be withdrawn.
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10

11

In general, proposals for material outsourcing to entities outside Bermuda will be
scrutinised particularly carefully. In certain cases, approval will be granted only where the
outsourcing is to a regulated entity in a jurisdiction with an equivalent standard of
regulation and supervision to that in Bermuda. Similarly, the service provider may be
required to give consent to its home regulator releasing relevant information to the BMA.
In no case must the service provider be prohibited, implicitly or explicitly, from doing so.

The Authority reserves the right in all cases where approval to outsource activities is
granted to review this consent if any of the circumstances under which the approval was
granted should change.

Submission of Proposals

12

13

14

15

Proposals to outsource material activities must be submitted to the Authority in writing
well in advance of the date on which it is intended that the outsourcing will commence.
Decisions to outsource functions critical to the delivery of the institution’s core services or
to the operation of its internal controls should first be approved at Board level.

The degree of detail that the Authority will require depends on the activities that the
institution proposes to outsource and the nature of the service provider to be used. In
general, proposals should include full details of the rationale for the outsourcing,
information on the proposed service provider and a detailed description of the methods
whereby the institution will ensure that it retains proper ability to control and monitor the
outsourced activities. Where the outsourcing of key activities is proposed, the Authority
should be provided with a detailed risk assessment. Where a proposal has potential
implications for the institution’s anti-money laundering compliance, the Authority should
be provided with a full analysis of the implications, explaining the means by which the
institution will ensure that it remains properly able to meet its legal obligations.

As noted above, before selecting a service provider, the Authority expects the institution to
conduct detailed due diligence on the service provider. It will also require sight of relevant
parts of the draft outsourcing agreement negotiated between the parties involved. All such
agreements must satisfy the Authority that the outsourcing institution will obtain all
information that is necessary for it to exercise control over the outsourced activity. They
should also deal, as may be necessary, with the question of access to information by the
Authority for its regulatory functions.

Institutions which propose to outsource functions must also have contingency plans in
place in the event of an outsourcing agreement being suddenly terminated or failure of the
service provider to perform. Proposals submitted to the Authority should also contain an
analysis of the risks to which a sudden termination of services or failure of the provider to
perform may expose the institution, together with details of contingency planning to deal
with such an event.
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16 The Authority must be made aware if a service provider, to which an institution proposes to

outsource functions, has plans, either initially or at any subsequent time, to further
outsource (sub-contract) the functions to another service provider.
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